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Cyberwar is warfighting’s next frontier—combat that takes
place in an ethereal electronic dimension of zeros and ones. Colo-
nel Patrick D. Allen and Lieutenant Colonel Chris C. Demchek
chronicle recent cyberskirmishes and discuss measures that the
United States can take to win in cyberspace.

The current onslaught of cyber Although the long-term effects of the Palestinian-
attacks against Israel’s key websites is perhapsraeli cyberwar are relatively minor and never pre-
the most extensive, coordinated, malicioussented a serious physical threat to any of the na-
hacking effort in history. tions involved, the elements of the conflict are
— Peggy Weigle, CEO of Sanctum Ihc.  significant because they serve as a model for fu-
[This] is just a taste of things to come.  ture cyber conflicts.
— James Adams, CEO of iDeferse.  The U.S.-China cyber skirmish of May 2001

) shared similar features to the Palestinian-Israeli in-
IN SEPTEMBER 2000, Israeli teenage hackergijent. Today it is largely forgotten that during the

created a website to jam Hezbollah and Hamagyack hackers came close to disrupting electricity
websites in Lebanon. The teenagers launched a Sygpgmissions in CalifornfaHad they succeeded, the
tained denial of service attack that effectivelyyqg; 1o Californians and to the United States in na-
jammed six websites of the Hezbollah and Hamag, 4 prestige and security is difficult to estimate.
organizations in Lebanon and of the Palestinian Ng-hinese hackers successfully penetrated a test net-
tional Authority. This seemingly minor website at-yqrk of a California electric power transmission
tack sparked a cyberwar that quickly escalated 'mébmpany. The lessons from these early cyber con-
an international incident. Palestinian and other sUyiets need to be learned to properly understand and

porting Islamic organizations called for a cyber Holy,.anare for the inevitable cvber component of fu-
War, also called a cyber-Jihad or e-Jih&hon af- {)urepconﬂicts. y P

ter, hackers struck three high-profile Israeli sites be-

longing to the Israeli Parliament (the Knesset), thEhe Cycle of Cyber Conflict

Ministry of Foreign Affairs, and an Israeli Defense The Palestinian-Israeli Hacker Conflict began in

Force information sitéLater, hackers also hit the 1999, but dramatically increased following the un-

Israeli Prime Minster's Office, the Bank of Israel,rest of 28 September 2000. By the end of January
and the Tel Aviv Stock Exchange. 2001, the conflict had struck more than 160 Israeli
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and 35 Palestinian sites,
including at least one
U.S. site. From July 1999
to mid-April 2002, 548
Israeli domain (.il) web-
sites were defaced out
of 1,295 defacements in
the Middle East, and ad-
ditional sites were sub-
jected to severe denial of
service attacks.

The two main types
of attacks were website
defacement and distrib-
uted denial of service
(DD0S). Website de-
facements tend to focus
on high-profile political
sites, such as govern-
ment websites. In some
cases, commercial trans-
actions were curtailed
for days because of re-
peated website deface-
ments’ Broadcast serv-

One pro-Palestinian hacker by the
name of Dodi defaced an Internet service
provider (ISP) for Israeli senior citizens and
left a message claiming that he could shut
down the Israeli ISP NetVision, which hosts
almost 70 percent of all the country’s Internet
traffic. . .. The Israeli Internet Underground

R G R Re  (IIU), agroup of hackers who banded to-
B Rt uke ] oetherto help increase the security of Israeli
side were frequently JRIGSSICNeETNUCEIRETCERES /TS
used by the opposing of phase-four attacks. This includes
side to launch a similar the destruction of business sites with
type of attack® Code e-commerce capabilities, which the [IU
used to attack sites on believes caused an 8 percent dip in
one side was rewritten the Israeli Stock Exchange.

by the opposing side,

three included targets
such as the Israeli ISP
infrastructure and the
site for Lucent and
Golden Lines, an Israeli
telecommunications pro-
vider. Unity stated that it
would hold off on the
fourth and final phase,
namely the destruction
of Israeli e-commerce
sites, threatening millions
of dollars of losses in
transaction$2

The Israeli Internet
Underground (l1U), a
group of hackers who
banded together to help
increase the security of
Israeli websites, claims
there is already evidence
of phase-four attacks.
This includes the de-
struction of business
sites with e-commerce
capabilities, which the
[IU believes caused an
8 percent dip in the Is-
raeli Stock Exchangé.

Although sporadic
hacking has occurred
between U.S. and Chi-
nese hackers over the
last few years, the colli-

which then launched a counterattdckhe DDoS sion of the U.S. EP-3 reconnaissance aircraft with
attacks shut down opposing sites for days and Chinese F-8 interceptor sparked the main conflict.
added to the strain on the Internet infrastructure i€hinese hackers increased their activity against the
the regiont2 United States and attempted to organize a major

Attacks were also made against companies pravacking effort during the first week in May 2001.
viding telecommunications infrastructure such as Similar to the Palestinians, the Chinese created a
AT&T, which was reportedly hired to help increasewebsite from which volunteer hackers could obtain
the bandwidth of targeted Israeli sitt©ne pro- the tools and techniques necessary to launch the
Palestinian hacker by the name of Dodi defaced a@tSA Kill” program.*The U.S. National Infrastruc-
Internet service provider (ISP) for Israeli senior citi-ture Protection Center (NIPC) announced a warn-
zens and left a message claiming that he could shiag on 26 April 2001 to all U.S. government and com-
down the Israeli ISP NetVision, which hosts almostnercial website$? Meanwhile, U.S. hackers,
70 percent of all the country’s Internet traffic. incensed by the prolonged holding of the EP-3 crew

On about 8 November 2001, Unity, a Muslim ex-in China, began organizing the “China Killer” pro-
tremist group with ties to Hezbollah, announced thagram?® By the time Chinese hackers declared a
it had begun phase three of a four-phase stratedyuce, they claimed to have defaced or denied ser-
Phase one focused on crashing official Israeli gowice to more than 1000 U.S. websites. Pro-U.S.
ernment sites. Phase two included attacks on the Bah&ckers apparently caused a similar amount of dam-
of Israel and the Tel Aviv Stock Exchange. Phasage to Chinese websites.
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number of DDoS at-
tacks (more than 115 in
the region between 6
October and 2 Decem-
ber 2000) strained the
Middle East’s already
sparse Internet infra-
structure?®
The ultimate cost of
cyber attack is generally
greater to commercial
targetsthan it is to gov-
ernmensites. As stated
by Lawrencesershwin,
the CIA's top technol-
ogy adviser, incon-
gressional testimony,
“Our ‘wired’ society
Jerusalembooks.com, Israel’'s puts all of us—4.S. busi-
largest on-line book provider, was shut ness, in pdicular, be-
down for days because of a web-defacement TSR VAN S S 1
attack. The firm faced days of lost sales tain an operexchange

Four Phases of
Future Cyber

Conflicts

Cyber conflicts will—

0 Involve an initial
period of surprisefol-
lowed by a much longer
period of adaptation and
recovery.

0 Escalate rapidly and
broaden as attacker
seek vulnerable targets.

0 Develop rapidly
into international conflict
as volunteer hackers
align themselves with,
or against, the various
factions.

0 Increase the pace
of cyber arms develop-
ment and proliferation.

Based on observations

of the conflicts between andthe (isk ofa_prolonged Ia_lck of CRINEE  \\ith customers—at
Palestine and Israel and confidence in the security of on-line higher risk from en-
China and the United transactlons._ln_a5|mllar manner, the Is_raell emies.?

R sy Land Administration Office’s website When a government

cyber conflicts will occur was shut down for months. site goes down or is de-
in four phases. faced, the nation might
Phase I: Surprise and adaptation.The Pales- lose some face. But when a company’s website is
tinian-Israeli cyberwar is an excellent example oShut down, it loses revenue. Matt Krantz and Ed-
how a nation can be surprised by a cyber attackvard Iwata in dJSA Todayarticle stated, “Some
The Israeli teenage hackers initially surprised probusinesses lose $10,000 to several million dollars a
Palestinian websites with their DDoS attacks. Wheminute when networks go down. . . . They lose, on
the Palestinians declared a cyber-jihad against Isn average, $100,000 an hour in lost productitity.”
rael, the pro-Palestinian hackers achieved an equReality Research estimated that businesses world-
level of surprise against the targeted Israeli websiteside stood to lose more than $1.5 trillion last year
The Israelis were surprised that their own citizenas a result of cyber assadufts.
had initiated the cyber conflict. They also were sur- Even though commercial sites have a vested in-
prised by the magnitude of the pro-Palestinian reterest in defending against cyber attack, the drive
sponse and by the vulnerability of their governmenfor cost effectiveness leads most companies to ig-
and civilian sites. After the initial shock, each sidenore their website’s vulnerabilities until they are
went through a period of repairing system damageacked”’ Therefore, there is a need to create ma-
and improving defenses against future attacks. jor incentives for businesses to be secure in
The initial effects of the conflict are worth con- cyberspace, and there should be penalties for not
sidering. Jerusalembooks.com, Israel’s largest ofpeing secure by a specific date.
line book provider, was shut down for days because Phase 2: Rapid horizontal escalatiorThe Pal-
of a web-defacement attack. The firm faced daysstinian-Israeli cyber conflict broadened quickly.
of lost sales and the risk of a prolonged lack ofour weeks into the conflict, pro-Palestinian hack-
consumer confidence in the security of on-lineers struck a U.S. website. Three weeks later, Is-
transactiong! In a similar manner, the Israeli Land raeli hackers struck websites in Iran and Leb&hon.
Administration Office’s website was shut downSince Israel had more websites from which to
for months? For Israel as a whole, such shutdownsaunch a counter cyber attack than did the Palestin-
created a lack of confidence. In addition, the larg@ns, the Israeli hackers began seeking vulnerable
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sites outside the Palestin-
ian National Authority
and Lebanon. For ex-
ample, an Israeli hacker
group calling itself “the
Mossad” defaced the
Iranian president's web-
site, claiming Iran was a
supporter of Lebanon-
based terrorist organi-
zations.

Cyber warfare esca-
lates horizontally and
more rapidly than in
standard warfare for
three reasons. First, the

CYBERWAR

at least some penalty on
the nation choosing to
escalate. In cyberspace,
however, the cost of es-
calation is small for a
nation, and almost non-
existent for an individual
hacker. Therefore, rapid
horizontal escalation will
likely occur in future
cyber conflicts.

Phase 3: Rapid non-
state international-
ization. Cyber conflict
tends to attract two
types. The first type in-

main criteria for civilian
hacker attacks appear to
be vulnerability as op-
posed to criticality. The
search for vulnerable tar-
gets expands until one is
found. If government
and commercial sites in
the target nation are not
sufficiently vulnerable,
then target sites in other
nations friendly to the
target nation will be
struck. Conversely, pro-
fessional hackers in the United States. Most of
employ of a specific na- the attacks against Israel
tion are likely to escalate only as necessary to olwere launched from outside Israel or the Palestin-
tain the desired effect on the target nation. ian National Authority® Of note is that one or more
Second, international hacker groups view the situBrazilian hacker groups attacked both sides in the
ation as one in which they can wield power withouPalestinian-Israeli conflict, apparently trying to show
fear of retaliation. Many hackers want to show thewip each side’s participants. The U.S.-China cyber
support a cause. Since the Web includes built-in pulskirmish attracted pro-U.S. hackers from the United
lic dissemination methods, hacking into any target oBtates, Saudi Arabia, Pakistan, India, Brazil, Argen-
the Web tends to gain some notoriety. tina, and Malaysia. Pro-Chinese hackers were at-
Third, cyber conflicts so far have been polarizediracted from China, Japan, Indonesia, and Korea.
or bipolar. The more bipolar a conflict, such as th&lote that the alignments of the hackers did not nec-
Arab-Israeli conflict, the greater the chance that iessarily match the desires of the nation, except in
will attract volunteers to one side or the other. Eacthose nations where the government tightly controls
side perceives the other as having permanent alliéise Internet.
that will always back their enemies. Therefore, the The degree of international participation observed
United States was declared a target with Israéh cyber conflicts has striking parallels to the
shortly after the Palestinian-Israeli cyber conflictvolunteerism seen during the Spanish Civil War, a
begar?® precursor to World War Il. This conflict between
Traditionally, allies of a warring nation were rela-fascists on one side and communists and democrats
tively safe from military attack unless they wereon the other drew large numbers of foreign volun-
brought directly into the fighting. The cost of bring-teers to both sides. In both the Spanish Civil War
ing a neutral nation into the fighting usually incurredand the Palestinian-Israeli cyber conflict, ideology,

cludes groups of talented
hackers who are fre-
quently involved in inter-

national cyber incidents.
The second consists of
amateur hackers at-
tracted through patriotic
or ideological fervor.

The Palestinian-Israeli
cyber conflict attracted
hackers from lIsrael,
Palestine, Lebanon, Ger-
many, Saudi Arabia, Pa-
kistan, Brazil, and the

The more bipolar a conflict, such
asthe Arab-Israeli conflict, the greater the
chance that it will attract volunteers to one
side or the other. Each side perceives the
other as having permanent allies that will
always back their enemies. Therefore, the
United States was declared a target with

Israel shortly after the Palestinian-Israeli
cyber conflict began.. .. The degree of
international participation observedin
cyber conflicts has striking parallels to the
volunteerism seen during the Spanish Civil
War, a precursor to World War 1.

MILITARY REVIEW 10 March -April 2003 55



not profit, motivated
volunteers. Mercenary
hackers exist, but they
were not reported as be-
ing active in either the
Palestinian-Israeli or the
U.S.-China cyber con-
flicts.

Most hackers involved
in either the Palestinian-
Israel or U.S.-China
cyber conflicts were vet-
erans of previous inter-
national cyberwars. The
Pakistani hackers, for
example, were also in-
volved in defacing Indian
websites, and Brazilian
hackers were involved in

take place on New
Year’s Day 2001. Had
the FBI not been alerted
to the plot, the attack
might have succeeded in
seriously disrupting the
Internet on New Year’s
Day:¢

During the U.S.-
China cyber skirmish,
the Carko DDoS attack
was launched’ Not
only did a Carko DDoS
agent attempt to crash
the target system, it
used a buffer overflow
attack to enter a new
root password, or it in-
stalled a back door in

defacing U.S. site& One hacker, or asmall group of the target system while
“Hactivism” is tempting hackers, can do a lot of damage in short the target system was
(W I ECIENEWERIE  order. During the U.S.-China cyber conflict, recovering from the at-
power to participate on a hacker group named “PoizonB0Ox” tack. This meant sys-

the international scerie. successfully hacked more than 400 Chi- tems that were brought
OLENWECCAVERNET nese (*.cn) websites. One report estimated down by Carko attacks
group of hackersz can do there were on|y 30 core hackersinthe needed to be checked
a lot of damage in short EEeRY SRRt Teeat v o (s celu sl for software that would
order. During the U.S.- tools, while the volunteer script kiddies pro- allow later penetrations.

SUUENOBEECCIINEN \ided the “brute force” checks, scanning Although DDoS at-
UMY otential target sites for vulnerabilities. tacks were known and
PoizonBOx” success- used before this conflict,

fully hacked more than the ability for one person
400 Chinese (*.cn) websit&dOne report estimated with limited bandwidth to undertake a large-scale
there were only 30 core hackers in the PalestiniamdDoS attack is a fairly recent development. This
Israeli conflict who provided the tools, while the vol-type of DDoS attack can use a 56-kilobyte modem
unteer script kiddies provided the “brute force”and an asymmetric digital subscriber line (ADSL)
checks, scanning potential target sites for vulnerabilto begin an attack, which is then magnified 10,000
ties3* The brute force search of 209-series IP adimes by net service broadcasters to generate attacks
dresses allowed Chinese hackers to discover tloé the magnitude of two thirds of a T1 line. “With
presence of an unsecured electric power transmissols like these, a 56-kilobyte modem can become
sion test network in Californf. a powerful weapon and your bandwidth is irrel-
Even if the initial cyber strike of a future conflict evant,” notes Ben Venzke, of iDeferia few co-
is a well-coordinated military action, volunteers fromordinated laptop attacks through modems, therefore,
many nations will likely be involved in copycat at- can generate a combined attack equal to several T1
tacks, complicating real-war combat operations. Thiknes or even a T3 line. Such an attack can swamp
threat alone has numerous implications for nationahost systems.
sovereignty and international law. In addition to DDoS attacks launched through
Phase 4: Global Learning and Increased broadcast sites, there is also a technique whereby
Cyber Arms Development and Proliferation. hackers place software on other Internet servers and
Hacking tools used and improved in the Palestiniariater trigger it at a particular time. These infected
Israeli cyberwar soon appeared in other internationakrvers are called zombies in that they mindlessly
and domestic hacks. During the Palestinian-Israeparticipate in DDoS attacks. The FBI discovered that
cyberwar, Israeli hackers developed a new type &60 servers at 220 Internet sites had been infected
DDoS attack tool. Teenage hackers in the Unitefbr use in a single widespread DDoS attéck.
States acquired this attack tool from Israeli hackers Overall, the rate of cyber arms development tends
and planned a worldwide attack on the Internet te increase during cyber conflicts, justesaponry
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develops fasteduring

war. What is more chal-
lenging, however, is that
the rate of proliferation
of cyber arms is much
faster than the prolifera-
tion of traditional arms.

Policy
Implications

Based on these events
there are four national
and international policy
needs:

1. To decide who will
provide security on the
Web.

2. To provide legal re-
sponses to rapid horizon-
tal escalation.

3. To enforce legal
responsibility for hacker
citizens responsible for
international incidents.

4. To halt proliferation
of cyber arms.

Who will provide se-
curity on the Web. The
main policy question as-
sociated with the cost of
doing business on the
Web is, “Who is respon-
sible for securing the

Djring the U.S.-China cyber
skirmish, the Carko DDoS attack was
launched. Not only did a Carko DDoS
agentattemptto crash the target system,
it used a buffer overflow attack to enter a
new root password, or it installed a back
door inthe target system while the target
system was recovering from the attack.
This meant systems that were brought
down by Carko attacks needed to be
checked for software that would
allow later penetrations.

which it is not involved?
For a legal response, the
identity of the perpetra-
tor must be established.
However, cyber attacks
are not launched fre-
quently by a nation, but
by private citizens. It is
difficult to justify a re-
taliation bombardment
against hackers who
violate their own nation’s
neutrality or allegiance
with an attacked coun-
try. Hacking is an asym-
metric threat from non-
state actors that makes
justified retaliation dif-
ficult.

Little can be done in
cyberspace to admitted
hackers because they
do not present a ready
target. Individual hack-
ers or hacker groups do
not tend to own infra-
structure that can be
targeted, even in cyber-
space. When such infra-
structure exists, getting
legal access to it is dif-
ficult because of national
sovereignty. For ex-

Web?” Is it the large ISP? Corporations? The govample, when the United States performed a sting
ernment? Or will the Internet remain a free-fireoperation against two Russian hackers, issues of due
zone?® process arose because of the FBI's long-distance

Some nations have chosen to assign Web secelectronic search of the hacker’s computers in Rus-
rity to the government, especially in nations whereia*? Any response must consider the possible col-
the Internet is considered a threat to the goverrateral damage potentially caused by such retaliation.
ment’s absolute control, such as in China. Most EUsince hackers tend to route their attacks through
ropean nations are passing laws that place the gawany third-party servers, any cyber retaliation must
ernment as the central guarantor of Web securitgonsider the fact that the counterattack might fall
As economies and communications rely more on then the servers of innocent bystanders.

Internet, nations will make choices that place them Overall, nations need to define their legal author-
somewhere along the spectrum of security versuty to exercise sovereignty, prosecute, and impose
privacy. In most cases, laws will ensure the secypenalties on hackers convicted of cyber attacks.
rity of the Web at the cost of personal privécihe  International agreements not to harbor hijackers con-
United States will need to decide where on this spetributed to a significant decrease in such events.
trum it will operate and what level of cyber secu-Similar international agreements regarding cyber-
rity it will need to provide to support secure trans-space crime could help reduce the sanctuaries avail-
actions and a measure of privacy. able to hackers.

Legal response to rapid horizontal escala-  Legal responsibility. Every nation must face the
tion. The higher a cyber conflict’s visibility, the more fact that its citizen hackers can cause international
it will attract international hackers, and the sooneincidents not in its best interest. Israel was dragged
hackers will seek out vulnerable sites. What are thiato a cyber conflict by its own teenage hackers, not
legal options of a nation attacked in a conflict inas a government decision. Israel was not prepared
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to wage a cyberwar and
was more vulnerable
than its opposition.
Cyber violations of on-
line externally connected
networks lie in a gray
area of international and
domestic security laws. S
To locate and prosecute s
hackers, nations must :
rely on the authorities
and laws of the hacker’s
host nation. Israel esti-
mated that damage
caused by the globally
distributed “Love” virus, g_“" E as independent evalua-
including the disruption of tors of other white-hat
national cellular phone \j T solutions. White-hat
companies, reached $12 ' hackers should be re-

have an interest in help-
ing others and do no
damage. White-hat hack-
ers could be encouraged
to locate vulnerabilities
and help system admin-
istrators apply the nec-
essary patches. Govern-
ment or private security
agents could verify that
the patch is correct and
does not include a back
door. White-hat hackers
could be publicly re-
warded and brought in

million. However, Israel | Every nation mustface the fact that warded and their work
could not file criminal its citizen hackers can cause international confirmed, but they
charges against the eSOl Sl E NN EENES should not necessarily
(E Gt ehe:  dragged into a cyber conflict by its own be controlled or officially
eIYAER LT IESN  teenage hackers, not as a government employed by the govern-
did not make virus writ- decision....Ifanation intends to treat ment. The image of in-
ing a criminal offence EER GCIEEN Tl RE (o (SRS dependence, as well as
until after the everft policy will be designed to squash all hacker [sleligleRsleleloBEsETRe[{=E:N

CIERVSYNCIISE  activities, however mild. Such a policy is appeal among white-hat
ey e el sure to alienate its hacker citizens. Judging  [EMEGCIES

the hackers Opel‘ate from from the"' proposed Cyber |a.WS, most Conversely, black-hat
a blatantly hostile nation. hackers need to be iden-

. European nations appear to be heading in s
However, nations have [ N option more likely to tified and prosecuted.

certain rights under an
internationally recog-
nized protective principle
if offending nations are against hacking, crack-
not helpful. There is in- ing, and carding that
ternational case law, albeit limited, that might supvary according to the socially unacceptable effects
port state action in response to cyber attacks. Uif these activities. At present, federal and state agen-
der this principle, when a person from country Acies in the United States are woefully unqualified to
harms country B, and country A does not prevertandle the degree and volume of haélksmajor
that person from continuing to do harm, then coundifficulty is that the government has difficulty attract-
try B has the right to take action against countfy A. ing and retaining skilled computer specialists because
Although this principle has not yet been applied irof the poor salary it offers.
cyberwar cases, the legal precedence exists. One approach might be to use white-hats to hunt

If a nation intends to treat hackers as criminalslown black hats in cyberspace. Elite military forces
and terrorists, then its policy will be designed tadedicated to averting, diverting, derailing, tracking,
squash all hacker activities, however mild. Such and punishing major hacks against U.S. and global
policy is sure to alienate its hacker citizens. Judginimterests might keep order on the Web and keep
from their proposed cyber laws, most European nayber conflicts from escalatirfg).
tions appear to be heading in this directfon. .

The United State is less likely to crack down selnternational  Response
verely on domestic hackers. Such a crackdown Every cyber skirmish sparks the development of
would not only be unnecessary, but counterproduaiew cyber arms, which are then rapidly disseminated
tive. An option more likely to succeed is to provideto professional and amateur hackers around the
incentives for white-hat hackers. These hackerglobe. Proliferation has significant implications for

The legal system needs
to develop the full range
of formal sanctions

succeed is to provide incentives for white-
hat hackers [who] have an interest in
helping others and do no damage.
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monitoring hacking tools used in conflicts and in newnew hacking tools and methods, a nation can be bet-
Web technologies in general. In addition to monitorter prepared to preclude or mitigate their effects.

ing the capabilities of these new tools, nations need In any modern conflict, cyberspace can be an ad-
to monitor the chats of amateur hackers who carditional avenue of attack. Because the United States
not resist trying out the power of the new toy.s the largest player in the international political en-
(Hackers sponsored by a nation will not use the newironment, it has become a lightning rod for hack-
weapon unless it is part of an overall plan, so thahg and terrorist attacks, regardless of whether the
the surprise element is not wasted.) Therefore, eadation was involved in the initial conflict. Until 11
nation needs to develop countermeasures to hefeptember 2001, the United States was fairly com-
preclude the use of the new cyber weapon or to migglacent about its enemies overseas. However, the
gate its effects. Scanning servers for zombie softlistance between the United States and its enemies
ware that allows DDoS attacks to be launcheds dramatically reduced. The lessons from early
needs to be performed regularly to minimize theyber conflicts need to be learned now to properly
magnitude of future attacks. By keeping abreast girepare for future conflictasr
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